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ABSTRACT

The present study aimed to analyze the ethical foundations of monitoring students'
virtual activities. This research is developmental-applied in nature and was
conducted using a sequential exploratory mixed-methods approach. In the
qualitative phase, 22 school principals and university faculty members with
expertise in virtual education monitoring were selected through snowball
sampling until theoretical saturation was reached. In the quantitative phase, the
statistical population included elementary and secondary school principals in
Bukan, from which 120 participants were selected using Morgan’s sampling table
and random sampling. Data from the qualitative phase were collected through
semi-structured interviews and analyzed using thematic analysis (theme,
category, and concept coding). The credibility of the qualitative findings was
assessed based on Guba and Lincoln’s (2000) criteria: credibility, transferability,
dependability, and confirmability. Inter-coder agreement was also used to
evaluate the reliability of the interview protocol. In the quantitative phase,
structural equation modeling was employed. All reliability coefficients exceeded
0.70 based on Cronbach’s alpha, and both convergent and divergent validities
were confirmed. The findings revealed that principals’ monitoring of students’
virtual activities is grounded in three main ethical dimensions: individual ethics
of students, social ethics, and spiritual-Islamic ethical identifiers. These were
further organized into nine key categories and forty components. Based on these
findings, a conceptual framework was developed encompassing nine overarching
themes: character education, classroom ethical identifiers, individual ethics in
cyberspace, students’ educational content, teacher-student relationships, family
monitoring, educational evaluation, Islamic ethics, and spiritual ethics. According
to expert review, the proposed framework demonstrates strong validity and a
satisfactory model fit.
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Extended Abstract

Introduction

One of the challenges of virtual education is the issue of monitoring, as
teachers and school administrators lack the ability to directly supervise
students’ performance in virtual environments. With the rise in social
deviations among students, the need for monitoring virtual spaces and
online education has become more critical than ever before.
Supervision in all organizations, including schools, contributes to
effectiveness, efficiency, and goal achievement. The purpose of this
study was to examine the ethical foundations of monitoring students'
virtual activities.

Literature Review

The findings of Qayumi Bidhendi and Etemad Ahri (2018) revealed that
educational, social, environmental, and religious dimensions influence
moral education. Furthermore, fifteen components were identified as
influential in promoting moral education: the teacher’s curriculum,
classroom environment, school management, group values, empathy,
social trust, mutual respect, moral atmosphere, encouragement and
punishment, parents’ literacy and income levels, students’ socio-
economic status, adherence to values, religious beliefs, and chastity.

Sobhaninejad et al. (2017), in a study examining the moral education
curriculum from the perspectives of Kant and Mulla Ahmad Naraghi,
concluded that human development should be a central priority in
curriculum planning. Their findings emphasized the importance of
enhancing students’ moral development, supporting memory retention
throughout the curriculum, incorporating pragmatism in experience-
based learning, fostering critical thinking and independent opinion, and
addressing students’ religious and spiritual dimensions.

Brooks et al. (2020), in their research on the implementation of the
moral education curriculum in Irish secondary schools, proposed an
implementation framework that includes the school setting, broader
school environment, curriculum characteristics, and the role of the
teacher. Their results indicated that this curriculum contributes to a
more positive school atmosphere, where students experience a stronger
sense of belonging due to its presence.

Methodology

This research is developmental-applied in nature and follows a
qualitative-quantitative mixed-method design with a sequential
exploratory approach. The qualitative phase involved 22 school
administrators and university professors with expertise in virtual
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education monitoring. Participants were selected through the snowball
sampling method until the point of theoretical saturation was reached.
The statistical population of the quantitative phase consisted of
principals from elementary and secondary schools in Bukan city. A
sample of 120 individuals was randomly selected using Morgan’s
sample size determination table.

Data from the interviews were analyzed using thematic analysis,
including the coding of themes, categories, and concepts. The validity
of the qualitative phase was assessed based on Guba and Lincoln’s
(2000) four criteria: credibility, transferability, dependability, and
confirmability. To evaluate the reliability of the interview protocol,
inter-coder agreement was applied. In the quantitative phase, structural
equation modeling (SEM) was employed. All dimensions demonstrated
acceptable reliability with Cronbach’s alpha values exceeding 0.7, and
both convergent and divergent validity were confirmed.

Results

Based on the research findings, the supervision of students' virtual
activities by school administrators is grounded in three core concepts:
individual ethics, social ethics, and spiritual-Islamic ethical identifiers,
which are further organized into nine main categories and forty
components.

Figure 1. Results from MAXQDA in identifying ethical identifiers influencing
administrators’ supervision of students' virtual activities
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Figure 2. Standard path coefficients of the research model
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As shown in Figure 2, the standard coefficient values for all sub-
components exceed 0.4, indicating acceptable factor loadings.
Additionally, the critical statistic values for all variables and sub-
components are above 2, confirming their statistical significance at the
0.05 confidence level.

Conclusion
Based on the results, a framework for monitoring students is proposed,
comprising nine general concepts: character education, classroom
moral identifiers, individual ethics in cyberspace, students' educational
content, teacher-student relationships, family supervision, educational
evaluation, Islamic ethics, and spiritual ethics. According to expert
opinions, this proposed framework demonstrates strong validity and
model fit.

Educational evaluation includes components such as preventing
academic plagiarism and misconduct, assessing scientific and
intellectual preparedness, and applying non-virtual feedback to measure
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ethical standards in education. Monitoring and evaluation in virtual
environments have consistently posed greater challenges than in
physical settings. As such, teaching and assessing students in this space
requires alternative approaches.

In alignment with virtual education assessment methods, the study
suggests limited reliance on classwork checks and daily performance
reports. Instead, it recommends developing verification indicators,
implementing electronic evaluations (both written and oral), and
utilizing integrated and hybrid methods that reduce errors more
effectively than traditional techniques. Given the difficulty of
preventing plagiarism and misconduct in online environments, the
identification of ethical indicators for educational evaluation is
essential. This study offers a set of such indicators, focusing on the
prevention of plagiarism and fraud, verification of academic
preparedness, and provision of meaningful non-virtual feedback for
assessing students’ ethical development.
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